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ABSTRACT

As various IT and OT systems such as Electronic Chart Display and Information System and Automatic Identification
System are used for ships, security elements that take into account even the ship’s construction and navigation environment
are required. However, cyber security research on the ship and shipbuilding ICT equipment industries is still lacking, and
there is a lack of systematic methodologies through threat modeling. In this paper, the Data Flow Diagram was established
in consideration of stakeholders approaching the ship system. Based on the Attack Library, which collects the security
vulnerabilities and cases of ship systems, STRIDE methodologies and threat modeling using the Attack Tree are designed to
identify possible threats from ships and to present ship cyber security measures.

Keywords: Threat-Modeling;MASS;Maritime Cyber Security;Ship Cyber Security;Threat Analysis
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4.2 STRIDE-per-element from DFD

2 gelAe DFDEYE $3 2dd g A
el STRIDES A48t} o] w2

v T
R FAAQN A S Akt
ok #3967 1% (Spoofing).,
Tampering), < (Repudiation), AHE{FZ
(Information Disclosure), 48]z #¥-(Denial

—

of Service), A3 A4 (Elevation of privilege)

o] Table 2 & Ajrew 153} 3ich.

Table 2. STRIDE list

Attack Property

Security Theme

Spoofing Authentication
Tampering Integrity
Repudiation Non-Repudiation
Information disclosure Confidentiality
Denial-of-Service Availability
Elevation of Privilege Authorization

t}2-¢] Table 3¢l41& DFDO 2+ 74 Sikel

wel vehd 5 ol EES

Table 3. Threat Mapping by STRIPE

EREEES

Category S| T|R|TIT|D]|E
External Entry 0] O 0]
Data Store Ol0]0O0]0O0]0O0]|O
Process O ) 0| O
Data Flow Ol0]0O0]0O0]0]|O

01"%‘74] EZ% STRIDEE Table 49} Ze] &

e

Table 4. Threats Importance by STRIDE

Number of Importan
Threats by STRIDE threats g
ce
found

Spoofing 41 20%
Tampering 31 15%
Repudiation 45 22%
Information Disclosure 28 14%
Denial Of Service 36 17%
Elevation Of Privilege 25 12%
Sum 206 100%
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Table 5. Attack Library
Source Oiereray : Title Author Ref.
sub item
Incident Srd.Party System Nigerian Hacking Group The. .
Case (Ship (Email) Targets Shipping Firms Maritime (22]
Owner) & ppIng Executive
. 3rd Party . .
Incident . System Svitzer employee details
Case (Ship (Email) stolen in data breach ABC News (23)
Owner)
Case P (Infra) v cred: SLePS UP 1 G)obal
Owner) cyber security
Incident 3rd Party System UK shipping firm
. Clarkson reports cyber Reuters (25)
Case (Ship Owner) | (Infra)
attack
Incident 3rd Party System LESSONS FROM THE Icnirejfr?;ti?r;l
Case (Ship (Iilfra) USS JOHN S. MCCAIN Maritime (26)
Owner) COLLISION .
Security
Incident 31'd.Party System A.P Moller - 2017 Risk
(Ship ) i Maersk (27]
Case (Infra) Management Report
Owner)
3rd Party
Incident (VTS System VTS Hacking by onhapnews | [28)
Case Maintaenan | (VTS) maintenance engineer ¥ P
ce)
CYBER SECURITY
FLEET PROTECTION
OSM (29)
Conference | Ship System Hackers took ‘full control’
of container ship's IHS (30]
navigation systems for 10
hours
Technlcal Ship Satelhte' . Arposponnect 8 blind SQL IOActive (31)
Report communications injections
Technical . A Security Evaluation of Trend
Report Ship AIS AIS Micro (32]
Technical i i i i
Report Port System Antwerp port cyber attack | News (33)
Technical Srd'Party System Pirates hacked sh}ppmg RISK Labs
Report (Ship (Infra) company to steal info for report (34)
b Owner) efficient hijackings p
Technical Ship VDR Dgstroy the VDR digital Tamperg (35)
Report evidence University
A Security Evaluation of
Journal Ship AIS AIS Automated (36)
Identification System
X . Detection of AIS Spoofing
Journal Ship AIS and Resulting Risks Cyril RAY (37)
CVE Ship Cobham Sea Tel CVE-2018-5728 MITRE (38])
CVE Ship Cobham Sea Tel CVE-2018-5267 MITRE (39]
CVE Ship Cobham SAILOR 900 CVE-2013-7180 MITRE (40)
VSAT
. Cobham Sea Tel 121
CVE Ship build 222701 CVE-2018-5266 MITRE (41)
CVE Ship Cobham Sea Tel 116 CVE-2018-5071 MITRE (42)
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build 222429
CVE Ship Cobham Aviator 700D | vyp_o014-2964 MITRE (43)
and 700E
. Cobham Aviator 700D
CVE Ship and T00R CVE-2014-2942 MITRE (44)
. Cobham The
CVE Ship thraneLINK protocol CVE-2014-0328 MITRE (45)
. Cobham SAILOR 800
CVE Ship and 900 VSAT CVE-2018-19393 MITRE (46)
CVE Ship gggglam Sailor 900 and | y_9014-2040 MITRE (47)
Cobham Sal!or 6000. VU#269991 KB.CERT. (48)
. series satellite terminal ORG
CVE Ship contain hardcoded
credentials CVE-2014-2941 MITRE (49)
CVE Ship NMEAO0183 CVE-2013-2038 MITRE (50)
. INTERSCHALT
CVE Ship Maritime Systems VDR CVE-2016-9339 MITRE (51)
CVE Ship Auto-Maskin DCU 2108 | ypg_9018-5401 MITRE (52)
Engine Controller
CVE Ship ICONICS OPC CVE-2006-6488 MITRE (53)
CVE Port Cargotec Navis CVE-2016-5817 MITRE (54)
WebAccess
Furuno Voyage Data
. Recorder (VDR) KB.CERT.
CVE Ship VR-3000/VR-30008 and | ¥ O7020196 ORG (55)
VR-7000
CVE Ship ZEngONOO FELCOM 250 CVE-2018-16705 MITRE (56]
CVE Ship ngRgONOO FELCOM 250 CVE-2018-16591 MITRE (57)
CVE Ship FURUNO FELCOM 250 CVE-2018-16590 MITRE (58]
and 500
. Inmarsat AmosConnect
CVE Ship 8 blind SQL injections CVE-2017-3221 MITRE (59)
Inmarsat AmosConnect
CVE Ship 8 Hard-coded CVE-2017-3222 MITRE (60)
credentials
Iridium Pilot and
OpenPort contain
CVE Ship multiple vulnerabilities, | CVE-2014-0326 MITRE (61)
Use of Hardcoded
Credentials
Iridium Pilot and
OpenPort contain
CVE Ship multiple vulnerabilities, | CVE-2014-0327 MITRE (62)
Missing Authentication
for Critical Function
CVE Ship Auto-Maskin DCU 2108 | v - 9018-5399 MITRE (63)
Engine Controller
CVE Ship Auto-Maskin CVE - 2018-5400 MITRE (64)
CVE Ship Auto-Maskin CVE - 2018-5401 MITRE (65)
CVE Ship Auto-Maskin CVE -2018-5402 MITRE (66)
CVE Ship Ship Bquipment(Using | oy 91517174 MITRE (67)

NMEA)
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20169 99 179 US ICS-CERTeA =
ICSA-16-231-01°22 3&wt AlejA 28l Navis
Webaccess Al=#le]l Sql Injection S 4
Agek(21).

Attack Library Sourcet AlzAlS 433
Incident Case, 15 H 20l A EavdiRe]
Conference, 7]%&HB3A4l|4] 443 Technical
Report, =EA/83]x]ol|A 4313 Journal, #ef
A dolgjrlo]~olA $38 CVEZ EF3isich
Categoryellxe Hokrlar) whAEl AlxHS 23
3l7] 984 Auke] 3rd Party, Ship, Port® -
w5t s EF AAAE dubdel System3} Al
ub AzpabA|of Ax] wdll BRw 2 Ak 3} skt

4.4 Attack Tree

Attack Treezt ARibelvt A3l ZxE 243}
A oF A E= A et o]
o] Mk HF HAMdE ER FXE T
of w3l FHekHEo] AAEe] deA] AHe] &
gk Axe] glrd. Attack Tree= Schneier’}
19994l 3429 71547 A8 Al 83 Aol
UeS FHsldrh68). FE R=HE A4 k=
UFolx|s o 4oz FA=H 9ot Fig 3.
Attack Treee At} Auh) ICT 71AA1E 34
e FE kg AAsg 39 kr=e FE &
o 918 2¢1& Attack Librarys vlgte g 74
stodeh. ol=ldt AAHE S FAAT Aduks 34
s AR AL Aduke] ARE F5s)
A Aub 745S A7 A ek FAzke] =
W2 Aol WSS Al

of

)
N

O Mg = e

DREAD 7]¥H(#]38<S Damage Potential,
Reproducibility, Exploit ability, Affected
users, Discover ability® &%) =43}

Fig. 3. Attack tree

1~107k AeE Fofste] AE9E AAS}
Damage potential FA14 &2 T4 I3
23} W95 o|n|gltt. Reproducibility+ A& £
oldog FHo| A AH=hH ALrt =A Fof
ok Exploitability= 34 7FsA22 340] 4
A A sty A"l Affected
Userst &40 A& = A2 55 9Jrlsla
2749 354& Jebdtt. Discoverability+ 2
o] dvi} gA W=EEAE veplich

AAA ol A AduE el FFste] AW A ~HE
Aok & 9de $I¥(R1. R4, Rl disiA
Damage Potential A5 7 A Fo3ldct.
A Al z"lel] AR3b7] fl8ia FFe] AE 7}

Table 6. Risk analysis using DREAD

ID| Threat D|R|E| A|D|Sum

Unauthorized use of
Rl Satellite Network 312]113]3) 12

Attacks by “social
engineering”

R2

Unauthorized
R3 software or hardware Lpapepnpiy 8

Malware in
programs,
documents, e-mail
attachments

R4

External attackers
masquerading as
valid Ship
stakeholders

Attack programs
allowing external
access to Ship
devices

R5

R6

Attack programs
allowing internal

R7 access to Ship 2111116
system
Unsecured

R8 maintenance modes, 1211112 7

developer backdoors

Malicious, deliberate
damage of

Rg Information or 3(1]1]3]3] 11
information
processing functions

from internal sources
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Table 7. Checklist for Ship cyber security

<

ko

Category | Entry iizz‘f{d Checklist
Man—ln. Check the
“the-mi tem use
e |
attack
False
Data Encryption and
Injectio | Data
n
AIS, Obscure
GNSS antennas
Add a
sensor/blocker
GPS ) Extend data
spoofin spoofing
g whitelists
Use more GPS
signal types
System Reduce latency
Remote
iﬂﬁusio Verify file
VDR n
File Check the
forgery system use
data
Remote
File
. Use IDS/IPS
Inclusio
n
VSAT Malicio Authorization
us equipment
device verification
Default
id/pass | Change id/pw
word
Brute
forcing | Use IDS/IPS
attack
Passwo
Satell | g | Use password
Network ite attack
Comma
nd e IDS/IPS
Injectio
n
Ping of | Check IP in
SAN Death packet
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Denial-

Bandwidth
of- ..
. limit
Service
False
Data Use IDS/IPS
Injection
CAN Har.d Strongly
coding rotected(encr
credent | P Y
) pt.)
ial
Sql p §
injection Verify query
VSAT | Default
id/pass | Change id/pw
word
Applicati Sp.ea? Anti malware
on phishing solution
attacks
Stake F-mail Check Eamil
holder | address
. address
spoofing
Malware | Anti malware
attack solution
False
Sensor .
Data Verify data
Injection
Transm
itting
Device Sensor | Malicio | Verify
us command
Comma
nds
Denial-
of- Bandwith limit
Service
Piracy
Onbo | and Ship's ICT
ard Terrori | defence system
. st
Physical Human | Awareness and
Crew ..
error training
All Destroy Vldeo.
surveillance
Vi. d B
CE S RIRE EERPIEESE DRSE]

T

93 =33} W
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